
Study plan 

Name of study plan: Communications and Internet of Things - Internet of Things 

Faculty/Institute/Others: Faculty of Electrical Engineering 
Department: 
Branch of study guaranteed by the department: Welcome page 
Garantor of the study branch:     
Program of study: Communications and Internet of Things 
Type of study: Follow-up master full-time 
Required credits: 114 
Elective courses credits: 6 
Sum of credits in the plan: 120 
Note on the plan: 

Name of the block: Compulsory courses in the program 
Minimal number of credits of the block: 72 
The role of the block: P 

Code of the group: 2026_MKITEP2 
Name of the group: Compulsory subjects of the programme 
Requirement credits in the group: In this group you have to gain 42 credits 
Requirement courses in the group: In this group you have to complete 7 courses 
Credits in the group: 42 

Specialization "Internet of Things"​Note on the group:​

Role Semester Scope Credits Completion 

Name of the course / Name of the group of courses 
(in case of groups of courses the list of codes of their 
members) 
Tutors,  authors  and guarantors (gar.) 

Code 

P 2P+2L 6 Z,ZK Antennas Design and Technology 
Milan  Polívka,  Pavel  Hazdra  Milan  Švanda   Milan  Polívka (Gar.) 

BE2M17NKA 

P Z 2P + 2C 6 Z,ZK Distributed Computing 
Peter  Macejko  Ondřej  Votava   Peter  Macejko (Gar.) 

BE2M32DSVA 

P Z 2P+2C 6 Z,ZK Experimental Data Analysis 
Jan  Rusz  Jan  Rusz   Jan  Rusz (Gar.) 

BE2M31AEDA 

P Z 2P+2L 6 Z,ZK Introduction to Electromagnetic Compatibility 
Tomáš  Kořínek  Tomáš  Kořínek   Tomáš  Kořínek (Gar.) 

BEAM17EMC 

P Z,L 8S 8 Z Project BE2MPROJ8 

P 2P+1S 4 KZ Research Work BE2M99VZP 

P Z,L 2P + 2L 6 Z,ZK Wireless Technologies BE2M32BTSA 

Characteristics of the courses of this group of Study Plan: Code=2026_MKITEP2 Name=Compulsory subjects of the programme 
6 Z,ZK Antennas Design and Technology BE2M17NKA 

Basics of practical antenna design for selected frequency bands and communication, identification and radar services. Modelling (full-wave analysis), design relationships and specifics 
of antenna construction using professional software tools. Design and manufacture of antenna sample. Practical measurements. 

6 Z,ZK Distributed Computing BE2M32DSVA 
The course is focused on technologies that support distributed computing: on mechanisms ensuring reliable, efficient and secure connection of application processes, programming 
interfaces of communication channels and up-to-date middleware technologies. A significant part of lectures is dedicated to distributed algorithms that assure causality, exclusive 
access, deadlock detection/avoidance, fault-tolerance, mobile computing, and security. 

6 Z,ZK Experimental Data Analysis BE2M31AEDA 
6 Z,ZK Introduction to Electromagnetic Compatibility BEAM17EMC 

The course dwells on problems of electromagnetic compatibility. Students obtain the basic knowledges in the field of electromagnetic compatibility - electromagnetic interference, 
susceptibility and testing methods. The course leads to gain professional skills in the field of electrical engineering. 

8 Z Project BE2MPROJ8 
4 KZ Research Work BE2M99VZP 
6 Z,ZK Wireless Technologies BE2M32BTSA 

The lectures give overview of fundamental principles of wireless networks in various areas of their application. Students will understand architecture, principles and protocols used in 
different wireless technologies and learn how these technologies can be exploited in real world applications. The goal is to teach students how to solve problems related to deployment 
of wireless networks, their operation or development of wireless networks components. 

Code of the group: 2026_MKITEDIP 
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Name of the group: Diploma Thesis 
Requirement credits in the group: In this group you have to gain 30 credits 
Requirement courses in the group: In this group you have to complete 1 course 
Credits in the group: 30 
Note on the group:​

Role Semester Scope Credits Completion 

Name of the course / Name of the group of courses 
(in case of groups of courses the list of codes of their 
members) 
Tutors,  authors  and guarantors (gar.) 

Code 

P L 22s 30 Z Diploma Thesis BDIP30 

Characteristics of the courses of this group of Study Plan: Code=2026_MKITEDIP Name=Diploma Thesis 
30 Z Diploma Thesis BDIP30 

Independent final comprehensive work for the Master's degree study programme. A student will choose a topic from a range of topics related to his or her branch of study, which will 
be specified by branch department or branch departments. The diploma thesis will be defended in front of the board of examiners for the comprehensive final examination. 

Name of the block: Compulsory elective courses 
Minimal number of credits of the block: 42 
The role of the block: PV 

Code of the group: 2026_MKITEPV2A 
Name of the group: Compulsory subjects of the programme 
Requirement credits in the group: In this group you have to gain 18 credits 
Requirement courses in the group: In this group you have to complete 3 courses 
Credits in the group: 18 

Specialization "Internet of Things"​Note on the group:​

Role Semester Scope Credits Completion 

Name of the course / Name of the group of courses 
(in case of groups of courses the list of codes of their 
members) 
Tutors,  authors  and guarantors (gar.) 

Code 

PV L 3P+2C 6 Z,ZK Communications Security 
  Peter  Macejko 

BE4M36KBE 

PV Z 3P+1C 6 Z,ZK Digital Communications 
Jan  Sýkora,  Pavel  Puričer  Pavel  Puričer   Jan  Sýkora (Gar.) 

BE2M37DKM 

PV Z 2P+2L 6 Z,ZK Microprocessor Applications 
Stanislav  Vítek  Stanislav  Vítek   Stanislav  Vítek (Gar.) 

BE2M37AMP 

PV Z 2P + 2L 6 Z,ZK 
Mobile Networks 
Robert  Bešťák,  Zdeněk  Bečvář,  Pavel  Mach  Pavel  Mach   Zdeněk  Bečvář 
(Gar.) 

BE2M32MKSA 

PV Z 2P+2C 6 Z,ZK Advanced DSP methods 
Petr  Pollák  Petr  Pollák   Petr  Pollák (Gar.) 

BE0M31DSP 

PV L 2P+2C 6 Z,ZK Wave Propagation for Wireless Links BE2M17SBS 

Characteristics of the courses of this group of Study Plan: Code=2026_MKITEPV2A Name=Compulsory subjects of the programme 
6 Z,ZK Communications Security BE4M36KBE 

The course provides a complete source of information on the field of security of information systems and information technologies. The most of information in today's world is created, 
transferred, stored in electronic form so information security is very important part of it. On successful completion of this course, students should be able to define the cryptographic 
primitives symmetric / asymmetric encryption, digital signatures, cryptographic hash function, and message authentication codes. They should be able to explain the security features 
offered by the latest versions of the most important security protocols operating on the TCP/IP stack (IPsec, TLS, SSH, PGP) and describe known attacks against these security 
protocols. 

6 Z,ZK Digital Communications BE2M37DKM 
The course provides fundamentals of digital communications theory: modulation, classical coding, channel models, and basic principles of decoding. The exposition is systematically 
built along the theoretical lines which allow to reveal all inner connections and principles. This allows students to develop the knowledge and use it in an active way in a design and 
construction of the communication systems. The course provides a necessary fundamental background for subsequent more advanced communications theory courses. 

6 Z,ZK Microprocessor Applications BE2M37AMP 
The aim of the course is to familiarize students with the properties of microprocessor systems, teach them to effectively use the internal peripherals of the processor, connect external 
circuits to the processor bus, and create a moderately complex microprocessor system. Students will learn to write programs in the C language and possibly combine it with the symbolic 
address language. 

6 Z,ZK Mobile Networks BE2M32MKSA 
The lectures introduce principles and functionalities of mobile networks with special focus on currently deployed technologies and future mobile networks. Furthermore, architecture 
and fundamental principles of GSM, UMTS, LTE/LTE-A, and 5G will be explained. Then, selected key technologies for future mobile networks (6G) will be explained. 

6 Z,ZK Advanced DSP methods BE0M31DSP 
The course introduces advanced methods of analysis and processing of digital signals such as correlation, spectral, coherence or cepstral analysis, as well as methods of decomposition 
into principal and independent components, methods for determining the relationship between random signals and basic classification techniques used in signal analysis. Attention is 
paid to practical applications of the mentioned techniques, e.g. for noise suppression or compression. 
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6 Z,ZK Wave Propagation for Wireless Links BE2M17SBS 
The aim of the course is to familiarize the student with a wireless transmission channel in a real environment from the point of view of wave propagation for the needs of planning 
terrestrial and satellite wireless links. The content includes both deeper theoretical foundations of radio wave propagation in the atmosphere and practical procedures for designing 
terrestrial and satellite, fixed and mobile links in various frequency bands according to ITU-R recommendations. 

Code of the group: 2026_MKITEPV2B 
Name of the group: Compulsory subjects of the programme 
Requirement credits in the group: In this group you have to gain 24 credits 
Requirement courses in the group: In this group you have to complete 4 courses 
Credits in the group: 24 

Specialization "Internet of Things"​Note on the group:​

Role Semester Scope Credits Completion 

Name of the course / Name of the group of courses 
(in case of groups of courses the list of codes of their 
members) 
Tutors,  authors  and guarantors (gar.) 

Code 

PV Z 2P+2L 6 Z,ZK Application of Electrochemical Sources BE2M13AEZB 

PV L 2P+2L 6 Z,ZK Architecture of Radio Receivers and Transmitters 
Josef  Dobeš,  Pavel  Kovář  Karel  Ulovec   Pavel  Kovář (Gar.) 

BE2M37ART 

PV L 2P+2L 6 Z,ZK Automotive sensors and networks BE3M38ASE 

PV Z 2P+2L 6 KZ Custom Electronics Design 
Vladimír  Janíček  Vladimír  Janíček   Vladimír  Janíček (Gar.) 

BE2M34ZETA 

PV Z 2P + 2L 6 Z,ZK 
Diagnostics and Measurement in Telecommunications 
Ondřej  Vondrouš,  Jiří  Vodrážka,  Zbyněk  Kocur  Zbyněk  Kocur   Jiří  Vodrážka 
(Gar.) 

BE2M32DMT 

PV L 2P+2L 6 Z,ZK Microsystems BE2M34MST 

PV Z 2P+2L 6 Z,ZK Radio Navigation 
Pavel  Kovář  Pavel  Kovář   Pavel  Kovář (Gar.) 

BE2M37RNVA 

PV Z 2P+2C 6 Z,ZK Real -Time Systems Programming 
Ondrej  Tereň,  Ján  Tomlain  Ján  Tomlain   Ondrej  Tereň (Gar.) 

BE0M38PSR 

Characteristics of the courses of this group of Study Plan: Code=2026_MKITEPV2B Name=Compulsory subjects of the programme 
6 Z,ZK Application of Electrochemical Sources BE2M13AEZB 

After a brief introduction to chemical reactions commonly present in electrochemical sources, the technologies and manufacturing of commonplace accumulator batteries and primary 
cells are discussed in detail. In the course, there is presented the current state of the field of batteries for different types of applications - electromobility, stationary backup systems 
and energetics. Emphasis is also placed on the trends in simultaneously using of battery storage for balancing network characteristics, especially in combination with the RES. 

6 Z,ZK Architecture of Radio Receivers and Transmitters BE2M37ART 
The subject deals with the architecture of the radio receivers and transmitters and software radio. The student s familiarize with the design and the modern methods of optimization of 
the radio receivers and transmitters' functional blocks and with the phenomena related with frequency conversion, noise sources and noise analyses. They learn conceptual radio 
receiver and transmitter design, including the level and frequency plans and their optimization. The course also deals with the digital signal processing blocks of the modern radio 
receivers and their practical implementation. 

6 Z,ZK Automotive sensors and networks BE3M38ASE 
The course provides students with a deeper insight into the functional principles of advanced sensor systems in cars, methods of signal processing in sensors and explains how to use 
them in vehicle subsystems. It also deals with distributed vehicle systems for real-time control and methods of their testing. Theoretical lectures are complemented by practical laboratory 
teaching with real elements (ECUs, sensors) of modern vehicles. 

6 KZ Custom Electronics Design BE2M34ZETA 
The course deals with the design methodology of advanced custom electronics. The aim is to convert theoretical knowledge of previous studies into specific proposals for practical 
applications. Student are getting familiar with the problems encountered in the professional electronic design and manufacturing. This course is based on real experience in development 
and production, showing the latest technological trends and component base. 

6 Z,ZK Diagnostics and Measurement in Telecommunications BE2M32DMT 
The subject builds on knowledge of basic types of interfaces used in telecommunications (from classic, via a packet-oriented and expected future generation system). Explains the 
importance of key parameters, presents tools for the monitoring and measurement methodology and fault diagnosis. Students verify acquired knowledge to practical tasks in the 
laboratory to real systems and advanced measurement techniques. 

6 Z,ZK Microsystems BE2M34MST 
The course deals with system integration applied in the design of digital and analog systems. It demonstrates the new possibilities of implementation and application of integrated 
microelectronic devices based on various physical and biochemical principles. It presents primarily MEMS technology that increases reliability with all its attributes. The course presents 
the modern action elements and microactuators, whose operation is based on fundamental physical and biochemical principles, including basic applications in micromanipulation, 
microrobots, microdrives, microsurgery, multimedia, medical, industrial control, automotive, etc. In the course are presented the principles of touch screens, microgenerators of electrical 
energy. There are mentioned basic elements of the use of nanotechnology and nanoelectronic structures and basic microsystem technologies. 

6 Z,ZK Radio Navigation BE2M37RNVA 
The course introduces students to the terrestrial and satellite radio navigation and radar systems. Students get knowledge of the radio navigation systems, and of the structure of 
navigation and radar signals and methods of their processing. They become familiar with coordinate systems, fundamentals of celestial mechanics, and methods of position estimation. 
Students get knowledge of practical applications and the integration of navigation systems. 

6 Z,ZK Real -Time Systems Programming BE0M38PSR 
The goal of this course is to provide students with basic knowledge about software development for real-time systems, for example in control and embedded applications. The focus 
is on embedded systems equipped with a real-time operating system (RTOS). Lectures will cover real-time systems theory, which can be used to formally verify timing correctness of 
such systems. Another set of lectures will introduce methods and techniques used for development of safety-critical systems, whose failure may have catastrophic consequences. 
During labs, students will first solve a few simple tasks to familiarize themselves with basic components of VxWorks RTOS and to benchmark the used OS and hardware (Xilinx Zynq). 
The obtained metrics represent the typical criteria for assessing the suitability of a given platform for the given application. After the simple tasks, students will solve a complex task of 
time-critical motion control application which will require full utilization of RTOS features. All the tasks at the labs will be implemented in C (or C++) language. 
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Name of the block: Elective courses 
Minimal number of credits of the block: 0 
The role of the block: V 

Code of the group: 2026_MKITEVOL 
Name of the group: Elective subjects 
Requirement credits in the group: 
Requirement courses in the group: 
Credits in the group: 0 

~Student can choose arbitrary subject of themagister's program (EEM - Electrical Engineering, Power​
Engineering and Management, EK - Electronics and Communications, KYR - Cybernetics and Robotics,​

Note on the group:​

OI - Open Informatics, OES - Open Electronics Systems) which is not part of his curriculum. Student can​
choose with consideration of recommendation of the branch guarantee.You can find a selection of optional​
courses organized by the departments on the web site​
http://www.fel.cvut.cz/cz/education/volitelne-predmety.html​

List of courses of this pass: 

Credits Completion Name of the course Code 

30 Z Diploma Thesis BDIP30 
Independent final comprehensive work for the Master's degree study programme. A student will choose a topic from a range of topics related to his or her branch of study, which will 

be specified by branch department or branch departments. The diploma thesis will be defended in front of the board of examiners for the comprehensive final examination. 

6 Z,ZK Advanced DSP methods BE0M31DSP 
The course introduces advanced methods of analysis and processing of digital signals such as correlation, spectral, coherence or cepstral analysis, as well as methods of decomposition 
into principal and independent components, methods for determining the relationship between random signals and basic classification techniques used in signal analysis. Attention is 

paid to practical applications of the mentioned techniques, e.g. for noise suppression or compression. 

6 Z,ZK Real -Time Systems Programming BE0M38PSR 
The goal of this course is to provide students with basic knowledge about software development for real-time systems, for example in control and embedded applications. The focus 
is on embedded systems equipped with a real-time operating system (RTOS). Lectures will cover real-time systems theory, which can be used to formally verify timing correctness of 

such systems. Another set of lectures will introduce methods and techniques used for development of safety-critical systems, whose failure may have catastrophic consequences. 
During labs, students will first solve a few simple tasks to familiarize themselves with basic components of VxWorks RTOS and to benchmark the used OS and hardware (Xilinx Zynq). 
The obtained metrics represent the typical criteria for assessing the suitability of a given platform for the given application. After the simple tasks, students will solve a complex task of 

time-critical motion control application which will require full utilization of RTOS features. All the tasks at the labs will be implemented in C (or C++) language. 

6 Z,ZK Application of Electrochemical Sources BE2M13AEZB 
After a brief introduction to chemical reactions commonly present in electrochemical sources, the technologies and manufacturing of commonplace accumulator batteries and primary 

cells are discussed in detail. In the course, there is presented the current state of the field of batteries for different types of applications - electromobility, stationary backup systems 
and energetics. Emphasis is also placed on the trends in simultaneously using of battery storage for balancing network characteristics, especially in combination with the RES. 

6 Z,ZK Antennas Design and Technology BE2M17NKA 
Basics of practical antenna design for selected frequency bands and communication, identification and radar services. Modelling (full-wave analysis), design relationships and specifics 

of antenna construction using professional software tools. Design and manufacture of antenna sample. Practical measurements. 

6 Z,ZK Wave Propagation for Wireless Links BE2M17SBS 
The aim of the course is to familiarize the student with a wireless transmission channel in a real environment from the point of view of wave propagation for the needs of planning 

terrestrial and satellite wireless links. The content includes both deeper theoretical foundations of radio wave propagation in the atmosphere and practical procedures for designing 
terrestrial and satellite, fixed and mobile links in various frequency bands according to ITU-R recommendations. 

6 Z,ZK Experimental Data Analysis BE2M31AEDA 
6 Z,ZK Wireless Technologies BE2M32BTSA 

The lectures give overview of fundamental principles of wireless networks in various areas of their application. Students will understand architecture, principles and protocols used in 
different wireless technologies and learn how these technologies can be exploited in real world applications. The goal is to teach students how to solve problems related to deployment 

of wireless networks, their operation or development of wireless networks components. 

6 Z,ZK Diagnostics and Measurement in Telecommunications BE2M32DMT 
The subject builds on knowledge of basic types of interfaces used in telecommunications (from classic, via a packet-oriented and expected future generation system). Explains the 
importance of key parameters, presents tools for the monitoring and measurement methodology and fault diagnosis. Students verify acquired knowledge to practical tasks in the 

laboratory to real systems and advanced measurement techniques. 

6 Z,ZK Distributed Computing BE2M32DSVA 
The course is focused on technologies that support distributed computing: on mechanisms ensuring reliable, efficient and secure connection of application processes, programming 

interfaces of communication channels and up-to-date middleware technologies. A significant part of lectures is dedicated to distributed algorithms that assure causality, exclusive 
access, deadlock detection/avoidance, fault-tolerance, mobile computing, and security. 

6 Z,ZK Mobile Networks BE2M32MKSA 
The lectures introduce principles and functionalities of mobile networks with special focus on currently deployed technologies and future mobile networks. Furthermore, architecture 

and fundamental principles of GSM, UMTS, LTE/LTE-A, and 5G will be explained. Then, selected key technologies for future mobile networks (6G) will be explained. 
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6 Z,ZK Microsystems BE2M34MST 
The course deals with system integration applied in the design of digital and analog systems. It demonstrates the new possibilities of implementation and application of integrated 

microelectronic devices based on various physical and biochemical principles. It presents primarily MEMS technology that increases reliability with all its attributes. The course presents 
the modern action elements and microactuators, whose operation is based on fundamental physical and biochemical principles, including basic applications in micromanipulation, 

microrobots, microdrives, microsurgery, multimedia, medical, industrial control, automotive, etc. In the course are presented the principles of touch screens, microgenerators of electrical 
energy. There are mentioned basic elements of the use of nanotechnology and nanoelectronic structures and basic microsystem technologies. 

6 KZ Custom Electronics Design BE2M34ZETA 
The course deals with the design methodology of advanced custom electronics. The aim is to convert theoretical knowledge of previous studies into specific proposals for practical 

applications. Student are getting familiar with the problems encountered in the professional electronic design and manufacturing. This course is based on real experience in development 
and production, showing the latest technological trends and component base. 

6 Z,ZK Microprocessor Applications BE2M37AMP 
The aim of the course is to familiarize students with the properties of microprocessor systems, teach them to effectively use the internal peripherals of the processor, connect external 
circuits to the processor bus, and create a moderately complex microprocessor system. Students will learn to write programs in the C language and possibly combine it with the symbolic 

address language. 

6 Z,ZK Architecture of Radio Receivers and Transmitters BE2M37ART 
The subject deals with the architecture of the radio receivers and transmitters and software radio. The student s familiarize with the design and the modern methods of optimization of 

the radio receivers and transmitters' functional blocks and with the phenomena related with frequency conversion, noise sources and noise analyses. They learn conceptual radio 
receiver and transmitter design, including the level and frequency plans and their optimization. The course also deals with the digital signal processing blocks of the modern radio 

receivers and their practical implementation. 

6 Z,ZK Digital Communications BE2M37DKM 
The course provides fundamentals of digital communications theory: modulation, classical coding, channel models, and basic principles of decoding. The exposition is systematically 
built along the theoretical lines which allow to reveal all inner connections and principles. This allows students to develop the knowledge and use it in an active way in a design and 

construction of the communication systems. The course provides a necessary fundamental background for subsequent more advanced communications theory courses. 

6 Z,ZK Radio Navigation BE2M37RNVA 
The course introduces students to the terrestrial and satellite radio navigation and radar systems. Students get knowledge of the radio navigation systems, and of the structure of 

navigation and radar signals and methods of their processing. They become familiar with coordinate systems, fundamentals of celestial mechanics, and methods of position estimation. 
Students get knowledge of practical applications and the integration of navigation systems. 

4 KZ Research Work BE2M99VZP 
8 Z Project BE2MPROJ8 
6 Z,ZK Automotive sensors and networks BE3M38ASE 

The course provides students with a deeper insight into the functional principles of advanced sensor systems in cars, methods of signal processing in sensors and explains how to use 
them in vehicle subsystems. It also deals with distributed vehicle systems for real-time control and methods of their testing. Theoretical lectures are complemented by practical laboratory 

teaching with real elements (ECUs, sensors) of modern vehicles. 

6 Z,ZK Communications Security BE4M36KBE 
The course provides a complete source of information on the field of security of information systems and information technologies. The most of information in today's world is created, 
transferred, stored in electronic form so information security is very important part of it. On successful completion of this course, students should be able to define the cryptographic 

primitives symmetric / asymmetric encryption, digital signatures, cryptographic hash function, and message authentication codes. They should be able to explain the security features 
offered by the latest versions of the most important security protocols operating on the TCP/IP stack (IPsec, TLS, SSH, PGP) and describe known attacks against these security 

protocols. 

6 Z,ZK Introduction to Electromagnetic Compatibility BEAM17EMC 
The course dwells on problems of electromagnetic compatibility. Students obtain the basic knowledges in the field of electromagnetic compatibility - electromagnetic interference, 

susceptibility and testing methods. The course leads to gain professional skills in the field of electrical engineering. 

For updated information see  http://bilakniha.cvut.cz/en/f3.html 
Generated: day 2026-10-06, time 11:03. 
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